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Overview
• Privacy Laws

– HIPAA
• Breaches and consequences.
• HIPAA and the media.

– State Laws: CCPA
• Cybersecurity

– Avoiding and Addressing Problems
• Disaster Response

– CMS Guidance





Privacy Laws

• Health Insurance Portability and 
Accountability Act.
– Protects “protected health information” or PHI.
– Gives individuals certain rights with regard to 

PHI.
– Privacy, security, and breach notification 

components.
• Sets a floor for the protection of health 

information.



Privacy Rule

• Generally restricts disclosure/use unless 
exception applies or authorized by 
individual (or their personal representative).

• Gives individuals control over and access to 
their PHI.

• HIPAA permits certain disclosures; 
generally does not require any disclosure to 
be made.



What counts as “PHI”?
• “Individually identifiable health information” 

(including demographic information) created or 
received by a health care provider that relates to a 
person’s past, present, or future physical or 
mental health or condition, the provision of 
health care to an individual, or the past, 
present, or future payment for the provision of 
health care; AND

• Identifies (or could be used to identify) the 
individual.



Privacy Rule—Permitted Disclosures*
• HIPAA permits a covered entity to use and 

disclose PHI without individual 
authorization for these reasons:
– Treatment, payment, and health care 

operations (“TPO”)
– Care coordination is “treatment”
– Curiosity does not count as treatment

• NOTE: Some state laws do not permit 
disclosure outside of entity without consent, 
even if for “TPO”



• Disclosure to family/friends.
• Abuse, neglect, and domestic violence.
• Research.
• Workers’ compensation.
• Judicial and administrative proceedings.
• Public health disclosures.

*Remember to consider state law. 

Privacy Rule—Permitted Disclosures*



De-identification

• De-identified information = not PHI.
• De-identification: doesn’t identify a 

person and there is no reasonable 
basis to identify the person:
– Qualified statistical expert OR
– Safe harbor.



De-identification – Safe Harbor
• Name
• Geographic subdivisions –

including zip code
• Elements of dates (except 

year)
• Telephone number
• Fax number
• E-mail
• SSN
• Medical record number
• Any other unique identifying 

characteristic or code

• Health plan beneficiary 
number

• Account number
• Certificate or license 

number
• License plate number
• Device identifiers
• URLs
• IP address
• Biometric identifiers 

including fingerprints and 
voice prints

• Full face photographic 
images





Authorization

• “Get Out of Jail 
Free” card.
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Minimum necessary

• The Privacy Rule generally requires 
covered entities to take reasonable 
steps to limit the use or disclosure of, 
and requests for, protected health 
information to the minimum necessary
to accomplish the intended purpose.



Minimum necessary

• The “minimum necessary” standard 
does NOT apply to use or disclosures
– For treatment purposes;
– To the individual/personal representative;
– Pursuant to an individual’s authorization; 

or
– When disclosures or uses are required 

by law.



When things go wrong: Breaches

• What is a “breach”?  
– An impermissible use or disclosure of “unsecured PHI” is 

presumed to be a breach unless CE (or BA) can demonstrate that 
there is a low probability that the PHI has been compromised.

– For example, an envelope of PHI mailed to the wrong person is 
an impermissible disclosure, but if it can be proved that the 
envelope was never opened, there will be no breach.

• What is “unsecured PHI”?  
– PHI that has not been rendered unusable and 

unreadable, or encrypted.



Breaches
• Factors to assess the probability that PHI has 

been compromised:
– Likelihood of reidentification
– Unauthorized person who had access to information
– Determine it there was actual exposure
– Extent to which the risk to the PHI has been mitigated
– Other factors may be considered “where necessary”





Not a breach!

• Unintentional acquisition or access or 
use of PHI by an employee if made in 
good faith and in scope of authority 
AND doesn’t result in further 
use/disclosure in violation of the rule

• Disclosure made to unauthorized 
individual who couldn’t reasonably 
retain the information



What if there is a breach?

• Must make notifications to:
– The individual.
– The government.

• Annually, in a breach notification log; and
• Right away, if the breach involves more than 500 

people.
– The media, if the breach involves more than 500 

people.



What if there is a breach?

• It’s generally up to the Covered Entity to decide if they will 
name the BA at fault or name any specific employees of a 
BA.  This is more common in “snooping” situations or where 
some rogue employee has taken purposeful action to 
compromise the security of PHI.  It’s less common for 
individuals to be named when there is an accidental 
disclosure that results in a breach.

• If at any point you believe you may have identified or 
participated in a “breach”, please contact your HIPAA Privacy 
Officer immediately.



Consequences of a breach

• Potential bad press.
• Financial costs:

– Attorney and consultant fees.
– Computer forensic analysis.
– Extra staff time. 
– Employee discipline and termination/HR costs.
– Potential penalties (breach reports are where 

the government gets much of its information on 
noncompliance).



Consequences of a breach

• Keep in mind that penalties may not be 
related to the breach itself. 

• For example, if a laptop is lost (and there is 
unencrypted PHI on it), the government 
may investigate and determine that the CE 
had multiple other violations and failures—
and will often make a determination that 
the risk analysis was not sufficient. 



Remember State Law

• Keep in mind that penalties may not be 
related to the breach itself. 

• For example, if a laptop is lost (and there is 
unencrypted PHI on it), the government 
may investigate and determine that the CE 
had multiple other violations and failures—
and will often make a determination that 
the risk analysis was not sufficient. 



Avoid, Mitigate Ransomware Attacks 
AND Comply with HIPAA

• Security risk analysis: Specifically include 
ransomware as a line item.

• Contingency plan: 
– Backup frequently (consider offline and 

unavailable from networks); and
– Test backup recovery process.  

• Treat ransomware as you would a “security 
incident” and follow your HIPAA security incident 
response plan and procedures immediately upon 
detection.

• Train workforce on early signs of ransomware.



Do you have to report a ransomware 
attack?

• Is the PHI unsecured?
– OCR says a ransomware attack of an encrypted 

computer that is not powered down could be a breach 
of unsecured PHI. 

• Is there a low probability the information has been 
compromised?
– Now, two additional factors to consider:

• 1) High risk of unavailability of data?
• 2) High risk to the integrity of the data?
• “In those cases, entities must provide notification to 

individuals without unreasonable delay, particularly 
given that any delay may impact healthcare service 
and patient safety.”



Ransomware and HIPAA

• Read the guidance here: 
http://www.hhs.gov/sites/default/files/
RansomwareFactSheet.pdf

http://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf


– “There are two kinds of 
big companies in the 
United States  . . . . 
[T]hose who’ve been 
hacked . . . and those 
who don’t know they’ve 
been hacked . . . .”  

– — FBI Director James 
Coney speaking to CBS 
News.

Cybersecurity
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What is “Cyber security”

• Cyborg? Khyber?

• Cyber security -technologies, processes 
and practices designed to protect networks, 
computers, programs and data from attack, 
damage or unauthorized access.
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What is “Cyber security Law”
• In the U.S., a hodge-podge of federal and state laws and 

regulations:
– HIPAA, GLBA, CCPA, FCRA, FTC Act, COPPA, Dept. of 

Commerce Safe Harbor program
• Outside the U.S, national level privacy and security laws and 

regulations, as well as EU directives
• Layered with a mix of industry ‘standards’ and practices:
• Sprinkled with some contractual theories about protecting data and 

computer systems as property rights
• A dash of an “inherent right to privacy”
• Flavored with theories of fiduciary duty and negligence
• And with a lingering after taste of trade secret protection
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External Threats
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Internal Threats
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Phishing Emails

32



Are Health Care Companies Really At Risk 
from Cyber Security Issues?

• Attacks up 
significantly
– Russian Hackers, 

Ransomware
• We know the headline 

makers 
• Small companies as 

well as large ones.
• Health care a large 

target.
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What Are the Potential Consequences?

© 2015 Fredrikson & Byron, P.A.

• Fines/Penalties (HIPAA, etc.)
• Investigations
• Disruption to operations
• Horrible press
• Loss of patient and shareholder confidence
• Litigation against the company failure to comply with laws 

and regulations
• Litigation against the board 
• Litigation alleging breach of contract
• Loss of business partners

Cyber Security34



What are the legal causes of 
action?
• Violations of state data breach and 

consumer protection statutes 
• FTC and mini FTC Act, HIPAA, etc.
• Private claims for negligence, breach 

of contract, misrepresentation, 
violation of state statutes

• Derivative suits/suits against the 
board
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Minimizing Risk

Framework for Weighing Risks and 
Developing Plans
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Minimizing Risk

Assign roles. 
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• Appoint a board member or committee 
with responsibility to oversee cyber 
security. 

• Convene leaders from IT, HR, Legal, 
Operations, and other relevant areas to 
discuss risks and mitigation strategies.  

• Assign clear lines of communication and 
authority to deal with a cyber-security 
emergency or breach. 



Minimizing Risk

Know the issues.
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• Understand the legal, regulatory, contractual, and other 
data protection and cyber security requirements 
applicable to the business and industry.  

• Understand the contingencies and risks.  
• Get regular reports from the CIO, security personnel, and 

appropriate Board committees on preventative measures 
and on the occurrence and handling of any security 
incidents.



Minimizing Risk

Commit adequate resources.
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• Based on the risks and requirements of the specific 
business, understand who is handling cyber security 
on a day-to-day basis.  

• Assess whether the resources are adequate.



Minimizing Risk

Evaluate disclosure obligations.

Cyber Security© 2015  Fredrikson & Byron, P.A.40

• Two types of disclosure matter for public companies:
– 1) Did you disclose your cyber security risks before an incident 

occurred?
– 2) Did you disclose any incidents that have occurred (timely 

disclosure, sufficient information, etc.)?

• Risk factors should include a discussion of the 
specific risks that a company faces.

• Companies should have a plan in place for how to 
disclose incidents. 



Minimizing Risk

Evaluate and improve vendor 
management.

Cyber Security© 2015  Fredrikson & Byron, P.A.41

• If third parties have access to protected data, or provide 
critical infrastructure for the business, ask whether their 
people, processes, and technologies measure up against 
the company’s internal standards.  

• Are there good contractual and other protections? 
• Does the company have the right to audit the vendor?  
• Are vendors required to notify the company if they 

experience a breach that impacts its protected data? 



Minimizing Risk
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Provide training (and have good internal 
policies).
• Employees are the leading cause of cyber security issues. 
• Need the right suite of policies—Security and Privacy, 

Acceptable Use, BYOD, Lost Device, etc.
• A good data protection and cyber security program includes 

employee training and awareness.  
• It can’t be ‘one and done’—it needs to be regular and ongoing



Minimizing Risk
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Consider insurance.  
• Cyber insurance is readily available and may help mitigate 

some risks.
• First-party coverage = expenses due to breach, including 

forensics, notification/response, crisis management, data 
loss.

• Third-party coverage = liability to third-parties from litigation 
against insured following a breach.

• Diligence in selecting policy is a must!  Lots of variation 
between policies.



CMS Recommendations

• On January 13, 2017 CMS issued 
Recommendations to Providers 
Regarding Cyber Security
– issued in response to Executive Order 13636, “Improving 

Critical Infrastructure Security”
– existing regulations applicable to health care providers to 

not specifically address cybersecurity
– primary concern: disruption to patient care



CMS Recommendations

– review current policies and procedures 
to ensure adequate plans are in place 
in the event of an attack

– research best practices and mitigation 
methods

– implement steps that provide 
adequate protection against a cyber-
attack



CMS Recommendations
• retraining staff to include use of non-

electronic methods, such as written 
discharge instructions, care planning, and 
medical records
– alternative to electronic records 

• cybersecurity risk should be considered in 
the development of emergency plans, risk 
assessments, and annual training exercises
– consider pre-programing phone/fax numbers into the fax 

machine to avoid delays



CMS Recommendations

• consider conducting table-top 
exercises focused on cybersecurity 
and how to continue operations in the 
event of a cyber-attack

• consider establishing or adapting 
communication plans with alternative 
communications methods



Questions?
Ryan Johnson

(612) 492-7160
rjohnson@fredlaw.com
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